HIPAA Privacy Policy Summary


	Policy No.
	Policy Title
	Description

	HI-103
	Access and Denial to PHI
	Outlines the rights of patients to inspect and copy their medical records.  Exceptions include psychotherapy notes, substance abuse notes, legal action cases and CLIA requirements. The hospital will have a limited right to limit access on psychiatric grounds, or if the physician believes that disclosure of the information will be harmful to the patient or others.  All record access will be centralized through the Medical Records Department, upon written request.

	HI-085
	Accounting Disclosures
	Patients have a right to receive an accounting of how the hospital discloses their "Protected Health Information" for a period of 6 years prior to the date of their request.  Exclusions include information related to treatment, payment, or health care operations (including things such as QA or budgeting).

	HI-101
	Amendment of PHI
	The policy outlines how patients have the right to request that SJHS entities amend their health information within a given record set.  If the entity agrees to grant the request, either whole or in part an updated amendment will be inserted in the proper location in the medical record.  It also outlines the process for reviewing to accept or deny, and if the entity denies the amendment a process allows for the patient's request and a written rebuttal to become part of the record.  

	HI-132
	Confidentiality of the PHI of Employees
	To identify the confidential nature of health information of patients who may also be employees or family members of employees.  An employee will not inappropriately access or view the PHI related to themselves, their family members/dependents, co-workers or dependents of co-workers, when such access is not related to treatment, payment or health care operations.

	HI-131
	Confidentiality Policy for Employees
	Confidential nature of health information of patients who may also be employees or family members of employees. An employee will not inappropriately access or view the PHI related to themselves, their family members/dependents, co-workers or dependents of co-workers, when such access is not related to treatment, payment or health care operations.

	HI-312
	Designated Record Sets
	This policy describes what we must provide a patient when they request their medical records. The "Designated Record Set" includes: Medical records about patients maintained by or for SJHS, billing records about patients maintained by or for SJHS, and information used, in whole or in part, by or for SJHS to make decisions about patients. Patients have the right to inspect and obtain a copy of their PHI that is contained within the designated record set with the exception of the following: Psychotherapy notes; information complied for a civil, criminal or administrative action; PHI maintained by a covered entity that is subject to the Clinical Laboratory Improvements Amendments of 1988, 42 U.S.C. 263a.

	HI-308
	Disclosure for Involvement in Patient's Care and Notification Purposes
	Hospital may disclose to a family member, other relative, a close personal friend of the patient, or any other person identified by the patient, the PHI directly related to the person's involvement in the treatment or payment of the patient. Hospital may use or disclose PHI in disaster relief situations to notify a family member, a personal representative or another person responsible for the care of the individual or to a disaster relief organization, unless it is irrelevant to the patient's current condition. When the patient is present: obtain the patient's authorization to disclose PHI. When the patient is not present or is unable to agree or object, if the Hospital determines, in the exercise of professional judgment, that the disclosure is in the patient's best interest, and will disclose only PHI that is directly relevant to the person's involvement with the patient's health care, the hospital may do so.

	HI-218
	Disclosure of PHI by Fax or Printer Policy
	Provides for the use of fax machines and printers away from public areas.  Requires confirmation of accurate fax numbers prior to sending faxed info to appropriate parties; periodic reconfirmation of "broadcast" fax telephone numbers; and the use of fax cover-sheets with confidentiality statements. Faxing of PHI should be limited to urgent patient care and treatment purposes whenever possible. Employees shall take reasonable steps to ensure that the fax transmission is sent to the destination intended.  

	HI-220
	Disclosure of PHI by Telephone Policy
	Requires SJHS employees to use caution and discretion when making or receiving telephone calls involving protected health information (PHI). Cautions include making calls in private areas; not leaving any detailed confidential information regarding a patient's treatment or condition as a message on any answering machine or with any person other than the patient.


Establishes procedure to be followed when Protected Health Information (PHI) is disclosed to Chaplaincy Staff. The minimum necessary PHI will be disclosed in order to provide the highest quality of the spiritual component of care to the patient. For "Contract Chaplains", only the diagnosis should be disclosed. Chaplains are entitled to make relevant notes to the patient's medical record. If the patient objects to the presence of the Chaplaincy Staff, further visits will be restricted and the request will be noted within the medical record.

	This does not apply to members of the clergy, external pastoral visitors, or pastoral volunteers.

	HI-224I-224b
	Disclosure of PHI to Law Enforcement 
	Upon official request and under specific conditions, as required by law, report certain types of wounds or other physical injuries. Also details the specific information required to comply with a court order, warrant, subpoena or summons. We may comply with an administrative request, a civil or authorized investigative demand, provided that: the information sought is relevant and material to a legitimate law enforcement inquiry; the request is specific and limited in scope; de-identified information could not reasonably be used. 

	HI-228
	Disclosure of PHI to Members of the Clergy and External Pastoral Visitors
	Establishes procedure when a member of the clergy, external pastoral visitors, and/or pastoral volunteers inquire about patients in a SJHS entity. The policy is slightly different than that which applies to the general public seeking directory information in that members of this group are not required to ask for a patient by name. HIPAA allows for disclosures to members of the clergy or external pastoral visitors if authorized by the patient so that the patients' desires to engage in religious conduct can be accommodated. SJHS may disclose to persons who fall under this category, subject to the patient's objection, the following information without the person asking for the patient by name: name; location in the facility; health condition expressed in general terms; and religious affiliation. In case of an emergency, the disclosures may still occur, under certain circumstances. 
Unless authorized in writing by the patient, members of the clergy, external pastoral visitors, or pastoral volunteers shall never be permitted access to patient's medical record, diagnosis, or other PHI. This does not apply to Chaplaincy Staff employed by, or contracted with SJHS.

	HI-210
	Information Physical Security Policy
	Policy describes how the entity will physically protect "Protected Health Information" (PHI) including keeping workstations and computer terminals shielded from view, the use of passwords, 

proper disposal of confidential records, (including electronic media) only making copies of PHI as is minimally necessary, and staff's responsibility to maintain a working knowledge of securing PHI. 

	HI-310

HI-310
	Limited Data Sets

Limited Data Sets (con’t)
	Details the procedures for creating and using a limited data set of PHI, without patient consent, provided that the data excludes specified direct identifiers and the parties enter into a Data Use Agreement. Sonoma County facilities must enter into Data Use Agreements with the recipient of the Limited Data Set to protect the confidentiality of the patient and allow Sonoma County entities to use or disclose such information for the purposes of research, public health or health care operations. The policy does not include entities that we are required to report to by law.

	HI-321
	Local Privacy Officer
	Requires that the entity establish a HIPAA Local Privacy officer to oversee and implement the entity's Privacy Program and ensure compliance with HIPAA Standards. Privacy Officer for SJHS Sonoma County is Laurie Clayton (707) 547-5415.

	HI-413
	Minimum Necessary Standard Regarding the Use and Disclosure of PHI
	This policy describes providing the minimum amount of patient information. Sets forth the minimum necessary standards to be implemented when using or disclosing protected health information for purposes other than for treatment of the patient, or when requesting PHI from another covered entity. Employees will make a reasonable effort to limit their access and use of PHI to the minimum necessary for the employee to perform their specific job function and to maintain the highest level of patient care, including computer sign-ons and access determined by scope and responsibilities of an employee's position/role. Specific role-based access will be listed in job descriptions. Exceptions include disclosure for treatment, payment, organizational needs (TPO) (e.g. outcomes evaluation, development of clinical guidelines, etc.) Also available is a "Minimum Necessary Decision Tree" to help determine when it applies.

	HI-305
	Notice of Privacy Practice
	Sets forth the procedures for developing, revising and distributing the "Notice of Privacy Practice" to each patient (one time only, per revision) before initial service is provided (or as soon as practicable) or to any individual who requests a copy, whether a patient or not, beginning April 14, 2003. Said notice must be made available in different languages and be posted in a clear and prominent location. A good faith effort must be utilized to obtain a written acknowledgement of receipt of the notice, or document the efforts and why there is no such acknowledgement.

	HI-318
	Patient Directory Information
	Outlines the procedure for giving a patient the choice of inclusion/exclusion from the patient directory and what PHI, if any, can be disclosed upon request. If a patient agrees to allow their information in the Patient Directory "census." Staff may disclose the patient's name, location, and general condition (e.g. good, fair, poor) when information on the patient is requested using the patient's name.

	HI-440
	Receiving and Handling of Privacy Complaints
	Describes how all patient complaints involving patient privacy will be forwarded to the "Local Privacy Officer" (Jeanne Steensma) with resolution status or request for further mediation. 


Establishes protocols for the appropriate releaser of patient information to the news media, in a manner consistent with relevant state and federal law, and supportive of the Hospital mission and values. Paramount consideration must be given to protecting the privacy and dignity of our patients. Obtain written authorization from patients prior to releasing any of their PHI to members of the news media. Inquiries from the news media are to be forwarded to the Marketing/Public Relations Dept.


Request to Photograph or Film a Patient - If patient's condition will not be jeopardized and the patient or legal guardian agrees to be photographed and has signed the "Authorization to Photograph and Publish" form.

	Media Access - Reporters may not enter the hospital without receiving a visitor's badge from the Security Department, then must be escorted at all times.

	HI-465
	Request for Restrictions
	Provides that a patient may request a restriction of disclosure of PHI from caregivers. The request must be made in writing and kept in the permanent medical record. SJHS is under no obligation to honor the request, but must notify patient of the decision.

	HI-516
	Sanction/
Disciplinary Process
	Requires appropriate disciplinary actions to be in place for staff members who fail to comply with privacy policy and procedures. A written or electronic record must be maintained for each sanction. 

	HI-527
	State Regulatory Guidance and Pre-Emption
	Sets forth the policy that in certain instances where uses and disclosures of PHI are covered under both federal HIPAA and applicable California State law, ensures the more stringent/restrictive law is followed. State procedures may include reporting of certain diseases or injuries, child abuse, births and deaths. State law also requires access provided for the purpose of management audits, financial, audits, program monitoring and evaluation, or the licensure or certification of facilities or individuals.

	HI-540
	Training Policy
	Provides for the initial and ongoing training of all SJHS-SC workforce on the policies and procedures with respect to the HIPAA regulation. Initial training to be completed by 4/14/03.

	HI-585
	Verification of Identity for Non-Routine Requests
	This policy describes verification of identity of the requesting party of PHI. Details the prerequisites for disclosing PHI , including verifying the identity and authority of the requestor, if the person's identity or authority is unknown to the staff member making the disclosure. The requestor must provide SJHS with appropriate documentation, statements or representation if it is a condition of the disclosure. If a relationship has already been established between the requestor and the staff member, such as on-going business communications, special verifications procedures are not required. Calls from patient's family and friends are authorized via the Notice of Privacy Practice and not included in this policy if the patient has opted-in to have their directory information available.
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