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physical or mental health or condition of an individual (patient); that care has
been provided to an individual (such as whether or not the individual is at
the hospital receiving treatment or has been in the hospital); or the past,
present or future payment for the provision of health care to an individual.
Examples include but are not limited to any unique identification numbers,
photos, addresses, or birthdates.

Here are some common sense ways that you can protect the patient’s
privacy:

¥ Use reasonable efforts to ensure that doors or curtains are closed
when discussing treatment and procedures in semi-private rooms.

¥ Avoid unnecessary discussions about patients outside of treatment
rooms, elevators, reception areas or any other room used by the
general public.

¥ Do not leave patient records in unattended areas where others can
see them, such as common or visitor areas.

¥ When you are finished accessing patient information, log off the
system.

¥ Ensure that incoming faxes containing PHI are promptly removed
from the fax machine.

¥ When destroying paper information, ensure that it is shredded or
destroyed in a secure manner.

Patients’ Rights

Under HIPAA, patients have significant rights to understand and control
how their health information is used, including the following: 

¥ The patient must be provided with a Notice of Privacy Practices
which is a written explanation of how SJHS may use and disclose
their health information;

¥ The patient must be provided the opportunity upon making a
request, to see and to get copies of their records; to request
amendments to their records; and to obtain an accounting of how
their information has been used by SJHS;
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HIPAA: Protecting the Privacy of Patients’ Health
Information 

The acronym HIPAA stands for the Health Insurance Portability and
Accountability Act.The privacy provisions of the federal law, the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), apply to health
information related to or maintained by healthcare providers such as SJHS.
While SJHS’s values demand excellent stewardship relating to our patients’
privacy, federal law requires compliance. 

The component of HIPAA known as Administrative Simplification consists
of the following standards:

Privacy

Security

Electronic Data Interchange (EDI)

Under HIPAA, “covered entities” such as SJHS must comply with regulations,
which are enforced by the Department of Health and Human Services, Office
of Civil Rights (OCR).

What Information is Protected?

Under the HIPAA Privacy Rule, all medical records and any other information
that has the potential to identify an individual, in any form, whether
electronic, on paper, or oral is considered protected health information (PHI).
This includes any information that relates to the past, present, or future
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U implement physical safeguards which may include access controls,
screen savers, locked filing cabinets, visitor sign-in, and other
safeguards to protect patient information;

U implement technical security measures such as the use of
passwords and may include automatic log off of computers when
not in use; and

U implement technical security mechanisms such as controls to
monitor the access of patient information, and the use of encryption
in the transmission of electronic information.

How to Best Protect Electronic Patient Information

If you are authorized to have access to the electronic medical records of
patients, the following are common sense ways to protect the privacy of
the patient’s information:

1 Protect a patient’s information as if it were your own. One way to
prevent unauthorized access is by logging off of your computer
before leaving the work area for periods of time as indicated in the
policy and procedure;

1 Point your monitor away from pedestrian areas, public areas, or any
other area where persons walking through a hallway can see the
patient’s information;

1 Use great care when handling and sending PHI to other people in
the scope of your job duties. Ensure through your supervisor or
through the IT department that any PHI authorized to be sent over
networks is encrypted, including PHI stored on laptops;

1 Do not share your password with anyone and ensure that it is
changed regularly;

1 When using or transporting a laptop computer or files containing
sensitive and confidential information, ensure that the use and
transport of the devices are in a way that avoids the theft of devices
and the information contained to include password protection.
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¥ The patient must authorize the use and disclosure of their health
information for any non-routine disclosures and most non-health care
purposes1. Patients have the right to withhold or revoke their
authorization at any time and to request restrictions on the uses and
disclosures of their information; and

¥ The patient has the right to file a formal complaint with SJHS, or with
the Department of Health and Human Services, Office of Civil Rights,
when the patient believes that SJHS has violated the HIPAA Privacy
Rule or SJHS policies and procedures.

Disclosures for Treatment, Payment and Health Care
Operations

SJHS employees must make reasonable efforts to use or disclose only the
minimum necessary amount of protected health
information in order to care for the patient. The
“minimum necessary” is the amount of
information needed to accomplish the
intended purpose of the use, disclosure,
or request for PHI. Making minimum
necessary determinations is a
balancing act that must be carefully
weighed so that patients’ privacy
is not violated, while at the same
time their quality of care is not
compromised.

Security of PHI

Security standards under HIPAA set forth protections for health information
that is stored or transmitted electronically. 

The standards are grouped into four general categories and require SJHS to:

U implement administrative safeguards such as policies, procedures, and
staff training materials to educate employees on protecting patient
privacy;

Patient

File

1
With few exceptions, an individual’s health information may only be used for health care purposes
including treatment, payment and operations.
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you are not comfortable speaking with your local compliance officer then you
may contact the SJHS Chief Compliance Officer at 714/347-7576.

If you would prefer to leave an anonymous
message, you may call the SJHS Corporate
Responsibility Program hotline at 
877/808-8133.

Conclusion

The Corporate Responsibility handbook sets forth
St. Joseph Health System’s expectations of those providing
services on its behalf regarding compliance with federal and state regulations
and the Corporate Responsibility Program. The program is intended to help
individuals recognize, understand and fulfill their responsibilities and to prevent
and detect violations. Individuals providing services on behalf of St. Joseph
Health System are still expected to take the initiative of asking questions and
obtaining answers to those questions.

Employees shall be required as a condition of working with St. Joseph Health
System to avail themselves of compliance education and training on a regular
and periodic basis (at least annually) of which documentation will be maintained
by St. Joseph Health System. 

Help us be outstanding corporate citizens and contribute to the success of the
Corporate Responsibility Program by adhering to the standards of the program
and by reporting any questionable compliance issues. In order to ensure that all
employees have read this handbook, and have had a chance to ask questions
relating to the information contained herein, all employees are required to sign
the statement contained at the back of this handbook which will be maintained
by St. Joseph Health System. 
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Violations

Violations of Federal and State laws can result in significant criminal and
civil penalties for SJHS ministries and SJHS employees individually,
including imprisonment, fines, penalties and damages. Additionally,
violations have significant adverse affects on our reputation.

Employees who violate the program or any SJHS policies and procedures
including but not limited to the areas described in this handbook are
subject to discipline up to and including termination of employment with
SJHS.

Specifically, employees who violate policies and procedures relating to the
HIPAA regulations, are subject to discipline up to and including
termination. Non-compliance with the HIPAA privacy rule, such as
accidental disclosure, can result in a $100 fine per violation (to the
employee/SJHS ministry) to a maximum of $25,000 per requirement per
year. Criminal penalties for “wrongful disclosure” can include
imprisonment as well as large monetary
fines. For example, selling patient
information is considered to be a criminal
violation and is more serious than
accidentally or inadvertently releasing it.
Criminal penalties can be as high as
$250,000 or prison sentences up to 
10 years.

Reporting Potential or Suspected Violations

All employees have an on-going obligation to report concerns about non-
compliance with the program’s standards, policies and procedures. In no
event shall any individual who reports a concern be subject to any
retribution or retaliation related to a report which he or she reasonably
believed to be true and offered in good faith. Confidentiality shall apply to
the report and to the person making the report, though investigation of
the report may necessitate reasonable disclosure on a “need-to-know”
basis. No issue pertaining to the program is too small or unimportant to
report. If you have questions or would like to report a potential or
suspected violation, you should first speak to your immediate supervisor.
If you do not feel as if you can candidly discuss the matter with your
supervisor, you may call the local compliance officer at your ministry. If
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I will only access information to which I have a need to know in the scope of
my job duties and I understand that my access to electronic patient information
(as applicable) will be routinely audited to ensure that I am accessing only that
patient information to which I am authorized.

I may be subject to disciplinary action, up to and including immediate
termination, should I violate St. Joseph Health System policies and procedures,
including the Corporate Responsibility Program.

I am responsible for immediately reporting to my supervisor any known or
suspected violation of the Corporate Responsibility Program and/or St. Joseph
Health System policy and procedures.

BY ATTACHING MY SIGNATURE TO THIS FORM, I ACKNOWLEDGE AND
AGREE THAT I HAVE READ THE ST. JOSEPH HEALTH SYSTEM CORPORATE
RESPONSIBILITY HANDBOOK AND UNDERSTAND THE CONTENTS AND
AGREE TO ABIDE BY THEM.

NAME (PRINT):

DATE:

SIGNATURE:
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Acknowledgement and Confidentiality Form

I acknowledge that I have received a copy of the Corporate Responsibility
Handbook, have read its contents, and was provided the opportunity to ask
questions that have been answered to my satisfaction. I understand the
information contained within this handbook, and I agree to accept the
responsibility and obligation to follow all St. Joseph Health System policies 
and procedures. I also acknowledge that in the course of my employment with
St. Joseph Health System I may have access to confidential, sensitive, or
proprietary information relating to the business of St. Joseph Health System
(and its affiliated ministries) and patient identifiable health information. I
acknowledge that unauthorized use or disclosure of such information is illegal
and could cause St. Joseph Health System to sustain significant and
irreparable damage. Accordingly, I understand and agree to the following:

1 I will not in any way divulge, copy, release, sell, loan, revise, alter, or
destroy any confidential information except as properly authorized
within the scope of my employment with SJHS.

2 I will use and safeguard confidential information as necessary and in
a manner that is appropriate to perform my legitimate job duties. 

3 I will not misuse, misappropriate, or disclose any such information
directly or indirectly, to any person either during my employment nor
at any time thereafter, except as required in the course of my
employment or as required by law.

4 I will utilize appropriate safeguards and destruction methods
including utilizing shred boxes, logging off of my workstation to
include securing any laptops, when I leave the immediate area.

5 I will not share my password(s) or user code(s) with any other
person, and I will change my password when automatically
prompted. Further, I will not use any other person’s password or
user code. 

6 I understand that the confidentiality of all patient information is
required by law including information such as that pertaining to
mental health, infectious diseases such as HIV, and chemical
dependency such as drug and alcohol abuse.
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